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         Classification Description

SECURITY MANAGER
Department:
Facilities Management





FLSA: Exempt
Job Class #: 104400  








Represented: No
Pay Range: 0E 04

Classification descriptions are intended to present a descriptive list of the range of duties performed by employees in this class and are not intended to reflect all duties performed within the job.
 

GENERAL FUNCTION:  This is highly responsible security management work performed for Pierce County.  An employee in this classification is responsible for performing highly skilled facility security assessments, planning and project management tasks; developing and administering a variety of contracts and projects relating to the security management function for County facilities, staff and visitors; leading facility security assessment surveys; developing projected costs for facility security improvements and upgrades; acting as liaison with other departments and County committees; developing a strategic plan for security related functions and programs, drafting security related policies and procedures for review by supervisor; developing and coordinating a County-wide security awareness and training program; coordinating security policies, procedures and practices with the various County departments, buildings and operations; overseeing design and implementation; leading and coordinating the use and maintenance of the centralized automated security system.  Work is performed with latitude for independent action and judgment.  Assignments are performed independently under general direction.

ESSENTIAL FUNCTIONS: 

· Establish appropriate standards and risk controls associated with facility security management. Develop policies, processes and procedures according to established standards; adapt and conform established standards for facility, tenant and organizational needs.
· Recommend improvements and additions to, and supervise installation of, criminal intrusion/security/surveillance systems based on evaluation of criminal activity and personal/property protection requirements. 
· Coordinate with other County departments in developing security-related requests for proposals, bids, and contracts; provide management oversight of contracts to ensure compliance with licensing, permits, insurance requirements and established County security standards.

· Conduct audits, on-site reviews, and monitor the activities of contractor service providers and staff to ensure compliance with County standards and contract terms.

· Lead the development, updating, and implementation of the County’s strategic facility security planning.  Accountable for state-of-the-art technology solutions and innovative security management techniques to safeguard the organization’s assets and correct security vulnerabilities with new and legacy IT systems.

· Lead the development and regular updating of facility security assessments; define security needs, prepare alternative security solutions to identified problems, recommend priorities at individual facilities and across organization, lead development of hardware and software implementation and operational cost estimates.

· Participate with architects, facility users, building maintenance staff, and project managers to solve problems through security projects designs, development, deployment and completion.

· Foster, promote, and maintain a collaborative partnership with Information Technology and other client departments and staff members to ensure effective use, operation, and maintenance of facility security systems.  

· Prepare and monitor the unit budget relative to contracted services, supplies and equipment.
ESSENTIAL FUNCTIONS: (continued) 

· Establish and maintain open lines of communications with building tenant departments, risk management and local law enforcement agency personnel in order to achieve safe and secure work environments and facilities.  Establish and maintain systems to capture data of security incidents that demand attention; use data and knowledge to apply best practices and solutions to identified and defined security problems.

· In partnership with Information Technology Department, responsible for the operation and implementation of the County access control security system.  Analyze and recommend changes and upgrades; coordinate security badging with other departments. 
· Maintain regular, predictable and punctual attendance during regularly scheduled work hours at assigned worksite.

· Meet travel requirements of the position.  
· Perform the physical requirements of the position; work within the established working conditions of the position.

· Work a flexible schedule, which may include evenings, weekends, holidays. 
OTHER JOB FUNCTIONS

· Perform other related duties as assigned.

SUPERVISION RECEIVED AND EXERCISED:   An employee in this class works under the general supervision of the Facilities Director who observes work through reports, presentations, conferences, and by overall evaluation of the results achieved.  This position may supervise staff and will provide training and guidance to internal and external colleagues. The work is performed with relative independence, judgment and self initiative required to meet needs of the position. 
WORK ENVIRONMENT: The work environment characteristics described herein are representative of those an employee encounters while performing the essential functions of the position. The position works primarily in an office environment on a daily basis.  Travel to various work sites and/or meeting locations will be required.  Work is subject to frequent interruptions and normal office noise as well as construction site noise while in the field.

PHYSICAL REQUIREMENTS:  The physical demands described herein are representative of those that must be met by an employee to successfully perform the essential functions of the position. Finger dexterity to operate equipment used in the position, walking, talking, seeing, and hearing.  While evaluating construction sites, the position will be in a “hard hat” environment which may require walking on uneven/unpaved ground walking on roofs; climbing ladders; bending/stooping; pushing/pulling; and minimal lifting. 

KNOWLEDGE, SKILLS AND ABILITIES:
Knowledge of:

· Facility electronic security systems including video monitoring (required).
· Lenel OnGuard system (preferred).
· Database management.
· Office management principles and procedures.
· Project management.
· Regulations and procedures related to facilities and vendor contracting.
KNOWLEDGE, SKILLS AND ABILITIES: (continued)
· And experience in managing small vendor service specifications development and bid advertising and awards in conformance with state law.

· Federal, State, and County industrial safety laws, codes and regulations.
· Governmental budget and finance practices and principles.
· Technology tools available in the workplace including maintenance management and project management arena.
· Contractual labor and union processes and procedures.
· Legal and policy issues affecting facility security and video monitoring.

Skill in:

· Communicating effectively.
· Providing technical facility information to non-technical staff and others, in a variety of settings and to a variety of groups.

· Developing and leading teams and coordinating groups and committees.

· Performing mathematical calculations including, but not limited to fractions, ratios, and percentages. 

Ability to:

· Analyze and resolve problems within the security arena.
· Deal courteously, professionally and tactfully with internal and/or external regional partners, agencies and the public.
· Work effectively as a member of a team and with diverse populations.
· Independently prioritize workload, work under pressure with tight timelines and changing priorities.
· Communicate effectively verbally and in writing to audiences of various social, cultural, ethnic, educational and economic backgrounds.
· Follow verbal and written instructions.
· Operate computer terminals and applied software packages including spreadsheet and word processing software. 

· Read, understand, interpret and apply appropriately the instructions, policies, procedures, legal requirements and regulations pertinent to area of assignment. 

· Use appropriate safety equipment and follow established work safety policies, practices and procedures 

· Operate standard office equipment.

· Comprehend, analyze, and interpret complex business documents and technical facility manuals.

· Write reports, manuals, speeches and articles using distinctive style.
· Make public presentations to community groups and elected officials.  

· Manage budgets and plan expenditures.
· Effectively respond to complex problems, sensitive issues, or complaints from clients, co-workers, supervisor, or management complaints and provide satisfactory solutions.

· Perform job functions in a professional, positive and outgoing manner.
· Motivate employees and client groups to take desired action.
· Work both independently and cooperatively.
· Negotiate contracts and mediate disputes.
· Lead in the development of shared values and goals.
KNOWLEDGE, SKILLS AND ABILITIES: (continued)

Ability to: (continued)

· Work irregular and flexible hours as required.
· Solve problems and deal with a variety of options in varying situations.
· Organize and prioritize work and help others successfully prioritize their work, within a fast-paced public environment.

· Establish and maintain effective working relationships with a variety customers and staff members. 
· Meet the travel requirements of the position, if any.
· Physically perform the essential job functions of the classification.
MINIMUM REQUIREMENTS TO APPLY:  Associates degree in related field and five years of experience in security work, including developing security policies and procedures which demonstrate in-depth knowledge of laws, regulations, practices, and methods relating to security procedures and operations in a comparable public services institution.  Experience should include managing closed-circuit television and access control systems, and managing contracted guard services in a public environment.  Additional education or experience may substitute for the recruiting requirements. 
SPECIAL REQUIREMENTS AND/OR QUALIFICATIONS:  Ability to successfully complete Pierce County background investigation.  A valid Washington State driver’s license is required.  
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